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Before you get started 
Congratulations on purchasing Open-E Data Storage Software V6, the ideal solution for network-based 
storage management. This manual will assist you as you install and configure the hardware. 
 
In order to reach the desired configuration as quickly as possible, please read the following pages 
thoroughly. The time invested is well spent - after all, you have purchased this solution for your invaluable 
data. 

 

1.1. System requirements 
 

 x86 - compatible PC,  

 CPU (1 GHz Pentium IV ), 

 1 GB main memory, 

 USB port, 

 One or several suitable hard drives (SATA,SAS, SCSI, ATA), 

 Optionally a hardware RAID controller, Fibre Channel  and iSCSI Storage, 

 Network Interface Card. 
 

Open-E Data Storage Software V6 contains its own operating system no additional software is required.  
 

NOTE In order to achieve maximum performance, we recommend using a network card with 1 Gb or 

more (multicards 1Gb/s recommended for bonding), as well as a processor with at least 2 GHz. If 
several computers are accessing the DSS V6 system, we recommend more than 1 GByte main 
memory. 

1.2. Supported clients 
 

 Microsoft Windows (all versions) 

 Linux 

 Unix 

 Mac OS 8.0, 9.0 and OS X 
 

1.3. Supported network protocols 
 

 TCP/IP 

 SNMP 
 

1.4. Supported network file protocols 
 

 SMB / CIFS / Samba 

 Apple Talk 

 FTP/sFTP 
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1.5. Required tools 
 

 Grounding strap or mat in order to avoid electrostatic discharge (ESD), 

 Tools for opening the computerôs chassis (typically, a screwdriver). 
 

1.6. Safety precautions 

1.6.1. Personal safety  
 

CAUTION High voltages may occur inside computer equipment. Before removing the chassis, 

please turn off the power switch and disconnect the power cords. 

1.6.2. Safety for your data 
 
If you are not using new hard drives for operating Open-E Data Storage Software V6, please backup all 
important data prior to installation. Adding a hard drive to Open-E Data Storage Software V6 goes hand 
in hand with a complete format of the hard drive, which can possibly delete existing data. 

 

1.6.3. ESD precautions 
 

In order to avoid damage to your computer or to Open-E Data Storage Software V6, please ensure you 
are grounded before opening the PC or the ESD package that contains Open-E Data Storage Software 
V6. Using grounding straps or mats is the best way to ensure this safety. If you do not have grounding 
equipment handy, please make sure you are grounded  e.g. by touching  heater before working with 
Open-E Data Storage Software V6, for instance, by touching a heater. 

 

 Avoid touching the components inside the PC unless necessary, 

 Please hold Open-E Data Storage Software V6only on the edges. 
 

2.  Features 
 
Open-E Data Storage Software V6 is an all-in-one IP-Storage OS offering NAS and iSCSI (target and 
initiator) functionality in a single application with excellent enhanced management and superior reliability 
for organizations of all sizes. 

2.1. What is Open-E Data Storage Software V6 
 

NAS (Network Attached Storage) solutions are defined as storage systems that are directly hooked up to 
a network infrastructure. Also, they operate independently and do not have to be connected to a server via 
a controller or host adapter. The term ñstorageò here generally refers to all systems that either provide data 
storage or actually store or organize data. Currently, data storage is the most common and most 
widespread type of NAS systems. 
 
NAS solutions are based on a separate operating system (and often also on special hardware), which 
operates independently from the servers on a network. Typically, this operating system is software that is 
optimized for providing data (file server). 
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NAS solutions allow users to add additional storage to existing networks quickly, easily, and cost-
efficiently. 
 
iSCSI (internet SCSI) is a protocol that encapsulates SCSI (Small Computer System Interface) commands 
and data in TCP/IP packets for linking storage devices with servers over common IP infrastructures. By 
using iSCSI, you can supply high performance SANs (Storage Area Networks) using standard IP networks 
like LAN, MAN, WAN or the Internet. 
 
iSCSI solutions are based on a separate operating system and often also on special hardware. Typically, 
this operating system allows operating iSCSI technology. 
 
iSCSI solutions allow users to add additional disk devices to existing networks quickly, easily, and cost-
efficiently.  
 
iSCSI has a client-server architecture. Clients of an iSCSI interface are called "initiators". Initiators issue 
iSCSI "commands" to request services from components, logical units, of a server known as a "target"  
The "device server" on the logical unit accepts iSCSI commands and processes them.  

 
Open-E Data Storage Software V6 provides a fast, reliable, and scalable platform for IP-Storage and 
combines the power of NAS & iSCSI in a single operating system. No matter if you need file sharing, 
storage consolidation, backup and recovery, virtualization or replication, Open-E Data Storage Software 
V6 offers excellent price-to-performance ratio, enhanced manageability, and increased productivity. 
The flexible design of Open-E Data Storage Software V6 enables organizations of all sizes to create 
effective NAS and/or IP-SAN/iSCSI solutions that can adapt to and meet the simplest or most complex 
storage needs. 
Open-E Data Storage Software V6 is built on the proven Open-E NAS-R3 and Open-E iSCSI-R3 family 
with all of its superior security, stability and management advantages, and is Open-Eôs sixth generation of 
IP-storage software.  
Open-E Data Storage Software V6 adds new back-up capabilities, simplified setup and storage 
management, extensibility, and is specially tuned to provide optimal data-throughput and data protection 
for centralized storage. Open-E DSS V6 increases iSCSI target efficiency by supporting multiple iSCSI 
initiators on different volumes, without sacrificing NAS performance. 
 

2.2. Open-E Data Storage Software V6 functionality 
 
Open-E Data Storage Software V6 is one of the easiest ways of implementing an NAS server and/or  
iSCSI technology in your network. Through its simple architecture ï in principle, it is a flash memory with a 
USB 2.0/1.1 port and Open-E Data Storage Software V6 as its operating system ï Open-E Data Storage 
Software V6 can be used with all x86 PCs containing USB ports, an IDE controller and an additional SATA 
Controller on their mainboard or hardware controller. 
  
To begin working with Open-E Data Storage Software V6, all you need to do is assign an IP address to the 
NAS server and/or iSCSI target ï either automatically through an existing DHCP server or by assigning it 
manually. All other settings are handled via a web front-end which can be easily accessed through the IP 
address of Open-E Data Storage Software V6 using the encrypted https protocol. 
 
Open-E Data Storage Software V6 allows users to create so-called shares (i.e., resources within a network 
that numerous users or user groups have certain access to). The access rights to the shares are controlled 
through the user and user group settings.  
 
Open-E Data Storage Software V6 allows users of client stations to delegate disk devices and aggregation 
and form iSCSI Targets and their local mounting from any site in the network. 
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2.3. Why Open-E Data Storage Software V6? 
 
Often, storage in network environments is expanded the following way: file servers have to be shut down in 
order to install additional drives. Next they need to be reconfigured. This tedious task often includes 
copying data manually onto larger drives, consuming a lot of time and money. 
 
With Open-E Data Storage Software V6, you can:  

 add storage to your existing network quickly, easily, and most important, cost-efficiently,  

 consolidated storage and backups for multiple servers, 

 improve data availability and efficiency, 

 lower costs by centralizing storage management, 

 simplify the installation and on-going management of a SAN by using iSCSI versus using Fibre Channel. 
 
Expensive hardware is, therefore, no longer necessary. Take any computer ï a new rack server or an old 
desktop PC with USB ports 2.0/1.1 (internal or external)  ï and exchange the system drive for the Open-E 
Data Storage Software V6 USB flash module. To store data, Open-E Data Storage Software V6 uses IDE 
(ATA) and SATA hard drives, connected to ports on your mainboard or hardware RAID controller. 
Additionally Open-E Data Storage Software V6 supports software RAID, so you can create software RAID 
over single hard drives or over existing hardware RAIDs. 
For example, you can create a software mirror over two hardware RAID5s for very high reliability. 
 
Within a few minutes, you will have up to several hundred gigabytes available on your network ï without 
much effort and any downtime. 

 

2.4. RAID types 
 
This manual is not intended to replace your RAID controller manual. But we want to provide you with an 
overview of common RAID types so that you can make an informed decision on which type to choose. 
Depending on whom you ask, RAID means either Redundant Array of Independent Disks or Redundant 
Array of Inexpensive Disks. Both are correct. In essence, you combine the capacity, speed and security of 
several disks into one. 
 
RAID 0 forms one large hard disk by concatenating stripes from each member drive. Stripe size is 
configurable roughly between 64 KB and 1 MB. The result is a lightning-fast RAID, but with no added 
security. One failing drive may ruin the entire RAID. 
 
RAID 1 mirrors hard drives. By writing identical data onto more than one drive, security is enhanced. 
A completely defective drive does not cause any loss of data. The drawback is reduced performance and 
capacity. 
 
RAID 5 combines data striping from RAID 0 with parity checking, therefore combining speed and improved 
security. The loss of one drive is tolerable. 
 
RAID 6 extends RAID 5 by adding an additional parity block, thus it uses block-level striping with two parity 
blocks distributed across all member disks. It was not one of the original RAID levels. The user capacity of 
a RAID 6 array is N-2, where N is the total number of drives in the array. RAID 6 does not have a 
performance penalty on read operations, but it does have a performance penalty on write operations due 
to the overhead associated with the additional parity calculations. 
 
RAID 10 is a combination of RAID 1 and 0, hence the name. Data is written in a striped and mirrored 
configuration, providing high performance and robust security. 



 9 

3.  Open-E DSS V6 installation instructions 
 

IMPORTANT 
NOTE DSS V6 is a standalone bootable storage OS. The software for the Lite version and the regular 

version of DSS V6 is the same; however the Lite version has a limited feature set.  After 
installation and boot, DSS V6 works as the full version in trial mode. Later you can convert the 
trial mode to the full or Lite version by entering the appropriate key. 

 
NOTE Starting with both the zip and ISO file you can boot DSS V6 or install it onto the storage server 

hardware. We recommend installing the software onto a hard drive, SSD, or a small Logical Unit 
(volume) in your RAID.  The following RAID controllers are supported as a bootable media: 
MegaRAID, Smart Array, 3ware, Adaptec and Areca. 
Only 2GB is needed for the DSS V6 software, and this drive or Logical Unit cannot be used for 
your storage volumes.  USB flash drives are not recommended for long term use due to reliability 
issues.  
As mentioned above, the DSS V6 software has a boot option to install DSS V6 on a writable FAT 
or FAT32 partition or a RAID Logical Unit.  The Installer automatically creates a 2GB partition on 
the selected media and copies the DSS software image onto it. 

 

3.1. Preparing a USB flash drive as the boot media/installer with the ZIP 
file 

 
Please uncompress the downloaded zip file onto an empty FAT or FAT32 formatted USB-flash drive in 
Windows, Linux or another OS. If you encounter trouble use FAT for the USB drive and put your system 
BIOS into legacy mode on the USB port. 
 
After uncompressing the zip file on the USB-stick the root directory must ONLY contain the following 
directories: bxxxx, boot and file mmenu_upd.sh where: xxxx is the software build number. 

 To make the USB-stick bootable, enter the directory called ñbootò and run the bootinst.exe (in Windows) or 
bootinst.sh (in Linux).  In Windows please use "safe hardware remove" function and sync in Linux before 
removing the USB flash drive from the system. 

 Continue to boot your storage server with your media. 
 

3.2. Preparing a CD as the boot media/installer with the ISO File 
 
The ISO-File must be burned onto a CD with your favorite burning software. (For example: Nero Burning 
ROM - option: ñBurn Imageò, or ISORecorder, etc.) 

 Please set the BIOS to boot from your CD/DVD-ROM drive.  

 A USB CD/DVD-ROM can be used as well if your system supports it for booting. 
 
NOTE When you run DSS V6 from a CD it is not able to save some configuration data, such as the 

DSS V6 network settings and product key, so booting and running from writable media is 
preferable. 
The ISO image can be used with a CD creation utility to burn a bootable CD which can be loaded 
into the storage server CD drive. Then you can boot from this CD to run DSS V6 or select to use 
the installer to install the DSS V6 software on a drive or Logical Unit in the system.     
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3.3. Booting DSS 
 
Plug your media into the destination environment. 
 
The first boot menu will show the software version. You may press enter or it will skip automatically within 
5 seconds. 
 
The second menu allows you to select either 32 or 64 bit architecture to boot DSS V6. The default is 64 bit 
architecture and will be chosen automatically after 5 seconds if no key is pressed. On a 32 bit system the 
boot will fail unless 32 bit system is selected. The default boot architecture (32 or 64 bit) can be set and 
saved after the software is installed. 
 
The third menu option is the interactive DSS V6 installer utility. Select this to install DSS V6 on writable 
media in your system. 

  

 32bit system (2.6.27) 

 64bit system (2.6.27) 

 Run software installer 
 

NOTE The software defaults to the trial version. DSS V6 can be used for evaluation up to 60 days with 
the default trial product key. When you decide to purchase the full version or switch to the Lite 
version, you can continue to use the software and all your data and settings will remain intact. 
You will see an option to run the memory test on the system by choosing òRun Memtest utilityó in 
the first menu. 
In order to convert the trial version into Lite or the full version, please enter your DSS V6 product 
key in the WEB GUI from menu: HELP-> about Data Storage Software V6 -> Extensions keys 
loader. 
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4. Configuration Data Storage Server 

4.1. First-time operation of Open-E Data Storage Software V6  
 
Now start your system.  
 

 
 
After booting is complete, Open-E Data Storage Software V6 will provide you with information on the 
current software version and the network settings: 
 

Welcome to Data Storage Software V6  ( Press F1 for Help)  

---------------------- ---- --------------- -  

Model:   Data Storage Software V6  

Version:   6.00 up55.8101. 5087 64 bit  

Release date:   2011- 01- 11 

S/N:   A00000 31 

Licensed storage capacity:    4 TB  

 

Network settings:  

Interface 1:  eth0    IP: 192.168.0.220/255.255.255.0  

Interface 2:  eth1    IP: 192.168.1.220/255.255.255.0  

 

 

TTPS settings:  

 port:  443  

 allow from:  all  

 
Self test O.K.  

 
If your network has a DHCP server, Open-E Data Storage Software V6 should configure the IP settings 
automatically. If that is the case, you can proceed to 4.2. If your network does not have a DHCP server, 
Open-E Data Storage Software V6 will start with the default settings: IP address 192.168.0.220 and subnet 
mask 255.255.255.0.  
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You can change these values manually by pressing the following key combination: left CTRL, left ALT and 
N. You can now select a different IP address. Other available console functions will appear after pressing 
the F1 key (see below). 
 

 

Help  

 You can use below key sequences (C - means óLeft Ctrlô,A- óLeft Altô): 

 C- A- N ï to edit static IP addresses  

 C- A- P ï to restore default factory administrator settings  

 C- A- I  ï to restore default network settings (IP, BONDING)  

 C- A- T ï to run Console Tools  

 C- A- X ï to run Extended Tools  

 C- A- W ï to run Hardware Configuration  

 C- A- R -  to run RAID Tools  

 C- A- F -  to run Fibre Channel Tools  

 C- A- H ï to display hardware and drivers i nfo  

 F2 -  to display all network interface  

 F5 ï to refresh console info  

 C- A- S ï to shutdown the system  

 C- A- K ï shutdown / restart menu  

 

EXIT  

 

 
After a connection has been established, all settings can also be changed remotely via the web browser. If 
your network requires it, the address of the standard gateway and the broadcast address can be changed. 
 

NOTE For additional information, please read the chapter òConsole display functionsó 

 

4.2. Logging into Open-E Data Storage Software V6  
 
You can establish a connection to Open-E Data Storage Software V6 from every network computer. To 
establish this connection, use a browser (e.g. Microsoft Internet Explorer) and enter the IP address or the 
name of the computer hosting the Data Storage Software V6  into the URL entry line: https://192.168.0.220 
(standard address) or https://dss (this name can be changed in the installation of Open-E Data Storage 
Software V6 settings). 
 
NOTE   For security reasons, Open-E Data Storage Software V6 uses the encrypted SSL protocol (https). 
 

You will now be asked to verify the encryption certification. Since Open-E Data Storage Software V6 only 
allows to create shares on the Intranet, there is no need for global certification by an authorized body. You 
can accept the certificate for the session only, but also for all future sessions. 
 
NOTE After you first launch Open-E Data Storage Software V6 you will see a page with the software 

agreement and available language options. Later you can change the language used by 
modifying language settings, which are located in the Server tree accessible through òSetupó. 

 
After accepting the license agreement you can log into Open-E Data Storage Software V6 using the 

standard password ñadminò (this can be changed later). In order to start working, you can now set all the 

necessary parameters. 
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NOTE The password is case-sensitive. If you cannot log into Open-E Data Storage Software V6, please 

make sure the Shift and Caps Lock keys are not pressed. 

 
NOTE If your web browser shows something different than expected, please delete the cache and 

cookies in the settings menu of your web browser. 
 

4.3. Initial Setup Wizard 
 

After acceptance of certification appeared Initial Setup Wizard. The six steps Wizard will allow for an initial 
configuration of your DSS V6 
 

Language settings 
In first step, you can  choose the language you want to use. 
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Password 
In these step you can set the passwords for the server administration accounts. 
 

 
 

IP address 
These are the settings of your network interface you are connected to at the moment. The gateway and 
DNS will be needed for NTP server which will be set (if you wish) in the next steps. If it's possible, the 
discovered values of these parameters are proposed to you in this form. 
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Time zone settings 
This function allows you to adjust time and date settings. Select time zone suitable for your location. 
 

 
 
 

Set time 
This function allows you to adjust NTP server settings. You can define an NTP server (host name or an IP 
address). Select time zone suitable for your location. With the Continuous adjusting using NTP option 
enabled your system time will be monitored and corrected if the difference between the local time and the 
server time changes. Enabling this option is especially recommended when using domains. 
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Server name 
Please provide a server name to clearly identify your server on the network. Comment is optional, but it's 
nice to have one. 
 

 
 

Summary 
All steps required to complete wizard are done. Now you can click exit to start using your software. 
 

 
 
 
If you don't want to display quick start wizard at logon please click the checkbox at the bottom of the page. 
In case you would like to run quick start wizard again in the future, you can do this by entering 'Help -> 
help index' position in menu and click 'Run Initial Setup Wizard'. If you do not want to Initial Setup Wizard 
re-load at login to the DSS V6, please check the box for "Do not show me the wizard at logon 's 
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4.4. Create Disk Array  
 
If your system has a hardware RAID, please create a RAID array in the RAID controller setup. Please refer 
to the RAID controller manual. You do not have to install drivers or RAID array monitoring and 
maintenance software. If your system has motherboard RAID functionality, please do not use it as it is not 
supported. 
 
In case you want to use software RAID with single drives or even with installed hardware RAIDs, please go 
to the ñS/W RAIDò tree in the ñSetupò menu first. You will find a list of available units. A unit can be a single 
hard disk or disk arrays if you have a hardware RAID in the system. Software RAID can be created for a 
single hard disk or hardware disk arrays. To create a software RAID, please select relevant units, choose 
the RAID level and click on the ñcreateò button. 
 

 
 
After clicking the ñcreateò button, the status will change to ñin useò and additional information describing the 
kind of disk array (e.g. MD0 is RAID 0) will be displayed. 
 

 
 

4.5. Adding Disk Array 
 

 In the menu, please select the ñCONFIGURATIONò Ąòvolume managerò and ñUnit managerò.  

 You will find a list of available drives/arrays (units) that can be used.  

 When creating a new volume group, the system adds selected units only. You can use the default volume 
group name or change it. After creation is complete, the page is reloaded and the ñStatusò field shows your 
drives/arrays as "in useò. 
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 It is possible  to combine two (or more) units into one volume group; by clicking on the right-hand side of 
the tree diagram on the volume group name, e.g. ñvg00,ò and using the ñVolume Managerò function you 
can create a new NAS volume and/or a new iSCSI volume 

 If you want to use the snapshot feature you should create a snapshot volume. 
 

 
 
Next, using the ñVolume Managerò function you can add a disk volume to a new LV, or increase the size of 
existing LVs (you cannot decrease LV size). To set the needed LV size just use the scrollbar. On the right 
side of it you will find a counter of available space. This function can be also used to reserve disk space for 
swap, snapshots, system and replication. 
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4.6. Creating Open-E Data Storage Software V6 shares 
 
In the upper menu, please select ñCONFIGURATIONò followed by ñNAS settings.ò Here, you can select the 
authentication type. In smaller networks, authentication should be done via the used workgroup name, 
which has to correspond to the workgroup name of the client PC. 
 
In the menu ñCONFIGURATIONò Ą ñNAS Resources,ò select ñSharesò on the right-hand side of the tree 
diagram. Now create the first share. 
 
NOTE The workgroup/domain name that was configured in Open-E Data Storage Software V6 has to 

match the network settings. Otherwise, the configured shares will not  be visible in the network 
environment. 

 
NOTE If you made changes to the workgroup and server name in Open-E Data Storage Software V6 

configuration, it can take some time until each workstation computer in the Windows network 
recognizes the new name. 

 

4.6.1. Access to Windows Shares 
 
Access to newly created shares is possible via the Windows Explorer. After entering the IP address of 
your Open-E Data Storage Software V6 (in this example \\192.168.0.240), all visible shares should be 
available immediately. Please keep in mind that sometimes it takes a few minutes until new shares or 
changes to become accessible. 
When accessing invisible shares, you need to know the corresponding share name beforehand and 
attach it to the IP address with a backslash (\\): 
 

 
 
 

Open-E supports Windows ACL (Access Control List) for read, write and execute options, based on the 
POSIX standard written by SGI. 
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Some examples on how to use ACL (with ADS or PDC authentication): 
 

1. Deny access to a directory for every user (group):  
a. create a new folder or select one of your existing folders (you must be the owner of the folder or a 

superuser to set ACL permissions)* 
b. go to the ñdirectory propertiesò (click the right mouse button on the directory then choose 

"Properties") 
c. select a the ñsecurityò tab 
d. choose the group "Everyone" 
e. click the "Remove" button ï only you and your group will have access to the selected directory ** 
f. click the "Apply" button 
Now only you have permissions to access this directory. 

 
2. Allow full access to this directory for a group called "WORK": 

a. make sure that the group WORK is created 
b. in the security window click the "Add" button 
c. click the "Remove" button (point 1) 
d. select the group "WORK" (Advanced  Ą  Find Now will show you all users and groups) and click 

OK 
e. enable Full Control in the ñAllowò column, 
f. click the "Apply" button. 

 
3. Set ñread onlyò permissions to the file for everyone: 

a. create a new file (you must be its the owner or a superuser to set permissions)*  
b. go to the permissions window, 
c. select the group ñEveryoneò, 
d. leave only òreadò permissions in the "Allow" column, 
e. click the "Apply" button, 
f. do the same for your group and yourself.   
Now the group ñEveryoneò has "read only" permissions to this file. 

 
4. Changing the directory owner: 

a. in the Open-E web interface go to Resources Ą shares 
b. within the "Set Superuser" function select your user and restart the connection (Maintenance  Ą 

Shutdown Ą Function Connections reset) or wait about 15 minutes, 
c. go to the file properties for the directory in question (right mouse click on the directory and click the 

"Security" tab), and click the "Security" tab), 
d. click the "Advanced" button 
e. select the Owner tab 
f. click the "Other Users or Groups" button select the user that will be the new owner (Advanced Ą 

Find Now will show all users and groups),  click OK*** 
g. select the user from the list and click OK and the "Apply" button 
h. click OK and re-open this window to refresh owner information 

 
5. Allow full access to this directory for the user "BIG BOSS": 

a. make sure that the "BIG BOSS" exists,  
b. in the security window click the "Add" button 
c. select the user "BIG BOSS" (Advanced Ą Find Now will show you all users and groups) and click 

OK 
d. enable Full Control in the Allow column 
e. click the "Apply" button 

 
6. Allow ñreadò access to this directory for a group called "COMPANY": 
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a. make sure that the group "COMPANY" exists  
b. in the security window click the "Add" button 
c. select the group "COMPANY" (Advanced Ą Find Now will show you all users and groups) and click 

OK 
d. enable "Read & Execute" in the Allow column 
e. click the "Apply" button 

 
7. Create a ñread onlyò directory with full access subdirectories for the group ñALLò (using inheriting 

permissions): 
a. create a folder called "ROOT", 
b. go to the security window, 
c. remove both ñEveryoneò and  your group, 
d. click the ñAdvancedò button and then the ñAddò button,  
e. select the group ñALLò and click OK, 
f. change ñApply ontoò to ñThis folder onlyò, 
g. within permissions leave only ñTraverse Folder / Execute Fileò and ñList Folder / Read Dataò Click 

OK, 
h. click the ñAddò button once again and add ñALLò group, 
i. This time change ñApply ontoò to ñSubfolders and files onlyò (this step will put any inherited 

permissions into effect), 
j. select ñFull Controlò and click OK 
k. click ñApplyò to save the permissions. 
With these settings users from the group ñALLò cannot remove the ñROOTò folder or make any changes 
to its contents. All new files/folders will be based on the access given by inherited permissions. 
Example: 

 file /ROOT/some_file.txt can be changed but cannot be removed, 

 directory /ROOT/directory cannot be removed but a users from the group ALL can create folders and 
files in this directory, 

 file /ROOT/directory/my_file.txt can be removed or changed by the group ALL (provided the inherited 
permissions have not been changed). 

 
8. Inherited permissions 

If the file or directory has inherited permissions, all newly created subfolders will inherit the main folder 
permissions. All permissions can be changed. Please keep in mind that changing permissions in the 
main folder will trigger the same changes to the inherited permissions of any subfolder within. 

 
9. UNIX Rights in Windows: 

Folder permissions 
 

Permissions - - x r - - - w - r - x r w - - w x r w x 

Traverse Folder / Execute File        

List Folder / Read Data         

Read Attributes        

Read Extended Attributes        

Create Files / Write Data        

Create Folders / Append Data        

Write Attributes        

Write Extended Attributes        

Delete Subfolders and Files        

Delete        

Read Permissions        

Change Permissions        

Take Ownership        
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Example application of ACL permission in a small company. 

 
 The company has 10 users 

Name Group Position Rights 

Chris Company  Director All rights to everything 

Robert Company Manager All rights to everything  
besides the Directorôs home directory 

Jennifer Company Secretary Read access to the "DOCUMENTS" directory 

Clint Company 
Developers 

Main  
Developer 

Read and write to the ñDEVELOPERSò directory   
read and write to the ñCHANGESò directory  

Brad Company 
Developers 

Developer Read to ĂDEVELOPERSñ 
Read and write to ĂChangesñ  

Johnny Company 
Developers 

Developer Read to ĂDEVELOPERSñ 
Read and write to ĂChangesñ 

Tom Company 
Developers 

Developer Read to ĂDEVELOPERSñ 
Read and write to ĂChangesñ 

John Company 
Graphics 

Graphic  
Designer 

Read to ĂGRAPHICSñ 
Read and write to ĂChangesñ 

Ben Company 
Graphics 

Graphic  
Designer 

Read to ĂGRAPHICSñ 
Read and write to ĂChangesñ 

Bill Company Cleaner Only access to his home directory 

 
 

First create users and groups in your domain:  
a. run Start menu Ą Programs Ą Administrative Tools Ą Active Directory Users and Computers, 
b. click the right mouse button on your domain name and select New Ą User 
c. fill out all necessary fields to create user Chris, 
d. create all remaining users (back to point 2). 
e. click the right mouse button on your domain name and select New Ą Group 
f. create the following groups: Developers, Graphics, and Company,  
g. add users to groups - right mouse click on the Developers group. On the Members tab click Add. 

Add users to groups (groups Company, Developers, Graphics). 
 

Connection to a Windows domain: 
a. go to the Open-E DSS V6 Web interface and select ñConfigurationò Ą ñNAS settingsò 
b. select ADS or PDC (depends on your system - if you have an NT4 Domain or Windows 2003 (with 

no Kerberos**** fix) then select PDC, else select ADS), 
c. enter your domain name - in PDC this will be the IP address and administrator password in ADS 

enter the full domain name (for example COMPANY.COM.DE), 
d. enter your domain/Kerberos server IP address, 
e. enter the name and password of an Administrator user account existing on your domain, 
f. click the ñapplyò button to connect the domain. 

 
 

Creation of shares and set permissions: 
a. Create a Company share (go to the Open-E DSS V6 web interface Ą Configuration Ą NAS 

resources Ą Shares), 
b. set permissions for all users or select only company groups, 
c. go to the share \\YOUR_NAS_SERVER_NAME\\Company, 
d. create folders "WORK", "HOME" and "FORALL", 
e. set permissions for the folder WORK - right mouse click Ą properties Ą security. 
f. deny access for everyone (point 1), change the owner to the  user Chris (point 4) with full access 

and add Robert with full access, 



 23 

g. create folders DEVELOPER, GRAPHIC, DOCUMENTS and CHANGES in the folder WORK, 
h. change the owner of the DEVELOPER directory to Clint (with full rights). Add ñread onlyò access for 

the group Developers, 
i. add full access to  the directory GRAPHIC for the group Graphics,. 
j. change the owner of the CHANGES directory to Clint (with full rights). Add full rights or the groups 

Graphics and Developers, 
k. give Jennifer ñread-only accessò to the DOCUMENTS directory,  
l. in the HOME directory create a separate private directory for each user, change user ( the owner 

and the directory names should be the same). Remove access for the Company group (point 1). 
m. add full access to the directory "FOR ALL" for the group Company. 

 
 

*   If you are a superuser all files and directories will be created as a local ROOT user. 
**   New directories with no inherited permissions do not have ACL permissions at the beginning - 

they have only standard UNIX permissions 0777 (Windows 2003 shows every special 
permission in the normal view in the security window. Windows 2000 does not show any 
permissions in the normal view - only in the advanced view). To enable ACL for this directory, 
first select òFull Accessó for everyone and click the òApplyó button. Subsequently do the 
same for your group and your user. Subdirectories created in this directory should have ACL 
permissions inherited from their parent. If permissions are inherited then the òALLOWó 
column is grey. To disable permission just use the òDenyó column. If you change ACL 
permissions always check that a new set of permissions for one group does not interfere with 
permissions for other user/groups or any connections between these accounts. Windows 
2003 handles such changes much better than Windows 2000. 
. 

 
***  This function is available in Windows 2003 - in other Windows versions only your user can be 

selected. 
 
****  Kerberos is a server for distributing security keys. Normally it resides only on the domain but 

it can also be located on an external server. In Windows 2003 this server ignores specified key 
types, and authorization works only when entering the IP address, not the DSS V6 name. 

 
 

4.6.2. Accessing Open-E Data Storage Software V6 shares under Linux 
 
Please use the following command to mount an NFS share: 
  

 mount -t nfs 192.168.0.220: /share_name    /local_mount_point  
where: 
192.168.0.220 is the Open-E Data Storage Software V6 IP address  
  

IMPORTANT NOTE: 
On some versions of DSS V5 and older the path must be: /share/share_name 

 
Please use the following command to mount an SMB share: 
 
In a shell: 

 mount -t smbfs -o username=root,password=12345 //192.168.0.220/test /mnt-smb  
where ótestô is the share name  
  
In X-Windows:  

 Smb://root@192.168.0.220/ 
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4.7. Creating Open-E Data Storage Software V6 iSCSI targets volume 
 

After creating an iSCSI volume (see 4.5) , please choose ñCONFIGURATIONò Ą ò iSCSI target managerò 
ò Ą òTargets, within the ñCreate new targetò function click the ñApplyò button to create a new iSCSI target. 
 

 
 

Next in the ñTargetsò diagram click on the name of a target you have created  (e.g. ñtarget0ò) and within the 
ñTarget volume managerò function click button located under Action. 

 

 
 
Using the ñTarget volume managerò function you can add ñtarget volumesò only within the scope of one 
volume group. 
 
NOTE You can create as many logical volumes and as many separate iSCSI volumes (LUNs) are 

required (see 4.5). 

 
If you create 5 logical volumes, you may create one target with 5 LUNs or 5 targets with 1 LUN each, or 2 
targets where e.g. 3 LUNs belong to the first target and the remaining 2 LUNs belong to the second one. 
 
By clicking on ñCHAP usersò in the left hand pane you can manage  secure access to logical volumes by 
inputting a CHAP user name and password (password must consist from 12 to 16 characters if you use 
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Microsoft iSCSI Initiator). Next in ñDiscovery CHAP user accessò  you can access to this target to specified 
CHAP users.  
 
NOTE You If you enable CHAP user access authentication but do not select any users, nobody will have 

access to the target. 

 

4.7.1. Configuring end user workstation 
 

For iSCSI technology to work correctly on end-user computers, you need to install the iSCSI Initiator 
software (if it is not provided with the operating system). For Microsoft Windows 2000/XP/2003 systems, 
the Microsoft iSCSI Initiator is available for download from the web.  
 
Correct software configuration consists of installing individual target volumes by adding new disk letters in 
the system (in Windows XP and 2003) or subfolders  as with folders in the UNIX system. All these 
functions are available via ñadministrative toolsò Ą disks management.  

 
 

How to connect iSCSI in Windows 2000/XP/2003: 
a. first, you have to install the iSCSI Initiator package. You must be logged in as an administrator to install the 

Microsoft iSCSI Software Initiator package, 
b. next, launch the iSCSI Initiator software, 
c. if you have Chap Users for Targets, click on ñDiscoveryò tab, click the ñAddò button, then enter your Open-

E Data Storage Software V6 IP address, 
d. next click the ñAdvancedéò button and check ñCHAP logon information,ò next put in the User name and 

the Target secret which was given earlier in ñDiscovery CHAP user accessò (WebGui DSS V6)  and then 
two times click the ñOKò button, 

e. on the ñTargetsò tab you will see name of available iSCSI targets, e.g. ñiqn.2010.09:dss.target0ò, 
f. click ñLog Onò button, and if you have entered a password, you need to repeat the steps outlined in point 
ñe,ò then press the ñOKò button. The status for the chosen target will now change to ñConnected,ò 

g. next choose Settings Ą control panel Ą administrative tools Ą computer management Ą disk 
management, 

h. now all available iSCSI target drives will be displayed. In order to use them you have to format them and 
mount them in the system under a new disk letter. 

 
NOTE Microsoft iSCSI Initiator ver. 2.08 does not support dynamic disks. Target password must consist 

of minimum 12 and maximum 16 alphanumeric characters. Please read the manual and release 
notes for the Microsoft iSCSI Initiator for more details, which you can also find on the Microsoft 
website. 

 
 

NOTE Please do not ignore the time settings on the Open-E DSS V6 iSCSI target and the client stations. 
Those settings must be identical. Time can be synchronized using the òSet time function in the 
Web interface menu Setup. 
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5. Functions 
 

5.1. Console display functions 
 
While Open-E Data Storage Software V6 can be fully administered remotely through a secure Web 
interface, some of its functions can be accessed via the console. Open-E Data Storage Software V6 
constantly displays the following basic parameters:  
 

 IP address 

 Https settings 
 

CTRL+ALT+n 
If you press the left CTRL key + the left ALT key + n, you will be asked for a new IP address and a subnet 
mask. The DHCP server will be shut down. 
 

CTRL+ALT+p 
If you press the left CTRL key + the left ALT key + p, all access restrictions will be lifted after entering the 
administrator password (in addition, there is a reset to the standard https port 443). 

 
CTRL+ALT+i 
By pressing a combination of left CTRL key, left ALT key and i, you can reset the original IP address 
(192.168.0.220) and bonding. During this process, the DHCP server support is turned off 
 

CTRL+ALT+t  
By pressing a combination of left CTRL key, left ALT key and t, you can run the Console Tools. A menu 
with the following functions will appear: Ping, DHCP Ping,  Hardware info, Memory info, Time 
configuration, Language settings, Modify driver options, Console lock/unlock and Boot options. 
 

CTRL+ALT+x 
After pressing the left CTRL key, left ALT key and x, the console will display the Extended Tools. 
 

CTRL+ALT+w 
After pressing the left CTRL key, left ALT key and w, the console will display the hardware configuration. 
 

CTRL+ALT+r 
After pressing the left CTRL key, left ALT key and r, the console will display the RAID Tools 
 

CTRL+ALT+f 
After pressing the left CTRL key, left ALT key and f, the console will display the Fibre Channel Tools. 
  
 

CTRL+ALT+h 
After pressing the left CTRL key, left ALT key and h, the console will display hardware and driver 
information. 
 

F1, F2 and F5 



 27 

The function key F1 displays help information while F5 resets the console display to default. If you press 
the F2 key all network interface will be displayed. Shutting down and restarting 
  

Shutting down and restarting 
With Ctrl + ALT + K the Open-E Data Storage Software V6 host computer will be restarted, while CTRL + 
ALT + S will shut it down. Please be careful with this option if any users are connected. 
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5.2. Functions of Open-E Data Storage Software V6 via browser access 
 
The following pages will thoroughly describe every function of Open-E Data Storage Software V6. The 
functions are divided according to menu options, which are located at the top of the screen 
 

5.2.1. SETUP 
Within this tab you can manage network interfaces, administrator settings, hardware RAID controllers, 
create disk arrays using software RAID, as well as find Fibre Channel, iSCSI initiator, hardware and GUI 
settings. 
 

5.2.1.1 Network 

5.2.1.1.1 Interfaces 
Here you can find the tree containing network interfaces. Click on the interface name to see 
more information about the selected interface. 
 

Function: Server name  
Server Name 

Please enter a server name to clearly identify your server. 
Comment 

Here you can enter a short description of your server. 
 

Server name and comment rules:  

 please make sure the server name is unique in your network, 

 select a server name that clearly identifies your new server, 

 please do not use spaces and special characters such as ~!@#$^&()+[]{}*;:'".,%|<>?/\=`_, 

 server name cannot consist of digits only, 

 comment is not displayed on some systems. 
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Function: Hostname  
Hostname is one of the names used to identify this machine. It is primarily used for internal 
processes (most importantly, iSCSI failover and volume replication).  It is different from the 
server name in that server name is primarily used for NAS protocols.  
Hostname needs to start with a lowercase letter; the other characters may consist of lowercase 
letters, digits, minus signs and dots. 
 

NOTE It is not possible to change the hostname while the failover service is running. 

 
NOTE Changing hostname requires a reboot. 

 

Function: DNS settings  
This function enables you to enter DNS addresses. Please use semicolons to separate 
addresses. 
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Function: Default gateway 
This function allows you to set a default gateway for the storage system. Only one default 
gateway can be set up at any given time.  
 
NOTE The default gateway will become inactive if any of the following conditions are met: 

 the interface with the default gateway has become part of a bonding interface, 

 the interface with the default gateway has been removed or deactivated (concerns 
both physical and bonding interfaces). 

 
NOTE It is possible to set the default gateway on an inactive interface. In such a case, the 

gateway will remain inactive until that interface is activated. 

 
NOTE If the interface you are setting the default gateway on does not have any gateway 

defined (i.e. the Gateway field says Undefined), you will need to define a gateway 
first (under the text console, please press CTRL+ALT+N and select the interface 

followed by Gateway).  

Function: Static routing 
This function allows you to set up routes to subnetworks or hosts.  
 
NOTE You can change the order in which the routing rules are applied by changing their 

positions on the list.  
 

NOTE Setting up static routing may be necessary if you have several network interfaces in 
the same subnetwork. Please see the following document for more information: 
CONFIGURATION SEVERAL NETWORK ADAPTERS IN THE SAME SUBNETWORK  

 
 

https://192.168.0.220/multimedia/multiple_IP.pdf
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Function: Create new bond interface  
Bonding allows for load-balancing or fail-over for incoming and outgoing connections. Here you 
can create or edit bonding network interfaces. 
 
In order to create a bonding interface: 

 select the network interfaces you want to create a new bonding interface for,  

 select the preferred bonding mode from the Create drop-down menu,  

 select dynamic (DHCP) or static configuration for the network interface,  

 if you want to get a DNS address dynamically, select get DNS,  

 when using static configuration for a network interface, enter the IP address, netmask, broadcast 
and gateway. Afterwards, click the Create button and a new bonding interface will be created. 
 
NOTE In order to take advantage of bonding more than one ethernet NIC needs to be plugged 

into the box.  
 
Please note that MAC addresses need to have a 02 prefix, for example: 
02:xx:yy:zz:vv:nn 

 
Each network interface is characterized by the following fields: 
Primary  

A string (eth0, eth2, etc) specifying which slave is the primary device. The specified device 
will always be the active slave while it is available. Only when the primary is off-line will 
alternate devices be used. This is useful when one slave is preferred over another, e.g., 
when one slave has higher throughput than another. The primary option is only valid for the 
active-backup mode. 

Interface  
Network interface name. 

Cable  
Shows if a cable is connected to the NIC. 

State  
Characterizes the state of the network interface. NIC can be in a bonding or single state. 

Bonding modes: 
balance-rr  

Transmissions are received and sent out sequentially on each bonded slave interface. This 
mode provides fault tolerance and load balancing.  
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active-backup  
Only one slave in the bond is active. Another bonded slave interface is only used if the active 
bonded slave interface fails. This mode provides fault tolerance.  

balance-xor  
Transmission is based on the following equation: [(the source MAC address XOR'd with the 
destination MAC address) modulo (slave count)]. This selects the same slave for each 
destination MAC address. This mode provides fault tolerance and load balancing.  

broadcast  
Transmits everything on all slave interfaces. This mode provides fault tolerance. 

802.3ad  
IEEE 802.3ad Dynamic link aggregation. Creates aggregation groups that share the same 
speed and duplex settings. Utilizes all slaves in the active aggregator according to the 
802.3ad specification. Requires a switch that supports IEEE 802.3ad Dynamic link 
aggregation. 

balance-tlb  
Channel bonding that does not require any special switch support. The outgoing traffic is 
distributed according to the current load (computed relative to speed) on each slave. 
Incoming traffic is received by the current slave. If the receiving slave fails, another slave 
takes over the MAC address of the failed receiving slave. This mode provides fault tolerance 
and load balancing. 

 
WARNING Using cards from different manufacturers or cards based on different chipsets in 

one bond team may cause low performance or unstable behavior. 

 

 
 

Function: HTTP proxy  
With this function you can enable or disable an HTTP proxy.  
To enable an HTTP proxy:  

 select "Use HTTP proxy"  

 enter server name, port, username and password  

 click "apply" button  
 

NOTE Proxy server name should not contain the  http:// prefix, port and the password. An 
example of a correct proxy server name: www.server.com. 
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Function: IPSEC  
IPSEC provides strong authentication and encryption for the connections. It makes nearly 
impossible to eavesdrop or forge the transmitted data. 
IP  

IP address (optionally with a mask) of the clients that will be allowed to connect to the iSCSI 
target. 

Password  
The Password cannot contain spaces, special characters like ' " ` or be empty. 
 

NOTE Encrypted data transmission imposes considerable overhead and depending on the 
amount data transmitted can impact the performance significantly. 

 

 
 

Function: Interface Info  
Here you can view network interface info. 
 

Function: IP address  
Here you can set TCP/IP parameters for the selected NIC.  
Activate  

You can activate or deactivate a network interface by setting this checkbox. 
DHCP / Static  

You can use static or dynamic (DHCP) network interface configuration. 
Get DNS  

If you want to dynamically get a DNS address, select Get DNS. 
When using static configuration of network interface, enter:  

 IP address, 

 netmask, 

 broadcast, 

 gateway. 
If you set a new IP address, you will lose your connection with the server during activation and 
you will have to log in again. In the URL entry line of your browser, please enter the new IP 
address.  
If you do not get access, please use the console to set a new IP address. In order to access 
servers in another subnet, you need to enter the address of the router as the gateway.  
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NOTE If you use an NTP server to maintain proper time and date, please make sure you have 

appropriate gateway and DNS settings.  

 
 
When creating a bonding interface, a new branch called ñbond0ò will appear on the left hand side 
of the screen. By clicking on it you can modify bonding settings (see below). 
 
 
 
 
 
 

 
 

Function: Bond interface settings  
Here you can configure bond interface settings.  
 
To remove a network interface from bonding, tick the Remove field next to it followed by Apply. 
By unchecking the Active checkbox you can deactivate the bonding. Below, you can change the 
network configuration (static or dynamic [DHCP]) for the bonding interface. 
 
Each network interface which belongs to a bonding interface is characterized by the 
following fields:  
 
Primary: 

A string (eth0, eth2, etc) specifying which slave is the primary device. The specified device 
will always be the active slave while it is available. Only when the primary is off-line will 
alternate devices be used. This is useful when one slave is preferred over another, e.g., 
when one slave has higher throughput than another. The primary option is only valid for 
active-backup mode.  

Interface: 
Network interface name.  
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State: 
Shows if NIC is connected.  

 
NOTE Interfaces which have Virtual IP configured are disabled.  
 

WARNING Using cards from different manufacturers or cards based on different chipsets in 
one bond team may cause low performance or unstable behavior. 

 

Function: Remove bonding  
Here you can remove a bonding interface.  

 

5.2.1.1.2 iSCSI Failover 
 
Here you can view a list of active interfaces (including bonding) for which you can configure 
virtual IP.  
This section will not display interfaces which are inactive or already part of a bond. 
 

Function: Virtual IP Settings 
With this function you can view the MAC address and assign virtual IP settings for your chosen 
interface. The virtual IP is shared between the failover nodes. For example, primary node has 
the IP address 192.168.1.1, while secondary node's address is 192.168.1.2. The virtual IP 
address is 192.168.1.3. In this situation, the primary node (the active node) will be available 
under 192.168.1.3. In case of primary node failure, the secondary node will take over the 
192.168.1.3 address to ensure all connections can continue to the same address.  
 
NOTE Virtual IP needs to be unique within its network environment and the same on both 

nodes (Primary and Secondary). 
Changes to virtual IP settings can be done only when failover configuration is not 
active. 

 

NOTE Virtual IP can be in a different subnet work than the node IPs, e.g. 192.168.2.1 as 
opposed to 192.168.1.1 and 192.168.1.2. 
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Function: Auxiliary connection  
This option is used to configure the interfaces on which the iSCSI failover sends UDP 
broadcast/unicast traffic.  At least two interfaces needs to be specified. If you have chosen to use 
unicast when configuring failover, you need to indicate the IP address for the network card on 
the other node which should respond to the packets sent from the interface you are currently 
configuring. 

 
 






















































































































































































































































































